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Are you properly equipped to mitigate the 
challenges faced by your organization? 
We’ve got all the resources necessary to keep your team 
informed of the risks faced by public entities. 

What steps are you taking to safeguard against the 
threat of a data breach?
In today’s world, public entities can be targeted by cyber 
criminals who are looking to obtain valuable data. We can help 
you implement internal controls to reduce the chance of a costly 
data breach and provide you with employee communications to 
educate your staff on the important security role they play.

Do you have the policies and procedures in place 
to keep your employees happy and healthy?
Use our employee safety manual and a variety of employee-
focused resources to educate staff about all aspects of on-the-
job safety, including ergonomics, bullying and workplace 
violence.

(909) 466-7876
www.MyTPG.com
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Public Entity and Municipality 
Employee Safety Manual 

A Guide to Safety Policies & Procedures 
to Support a Safety-Conscious Work Environment

Provided by: TPG Insurance Services

Legal Disclaimer to users of this form employee handbook:
The materials presented herein are for general reference only. Federal, state or local laws, or individual circumstances may require 
the addition of policies, amendment of individual policies, and/or the entire Handbook to meet specific situations. These materials 
are intended to be used only as guides and should not be used, adopted, or modified without the advice of legal counsel. These 
materials are presented, therefore, with the understanding that the Company is not engaged in rendering legal, accounting, or 
other professional service. If legal advice or other expert assistance is required, the services of a competent professional should be 
sought. © 2008, 2011 Zywave, Inc. All rights reserved.
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Preface

2

 recognizes that our important role in the community is shaped by our people. As our most critical resource, 
employees will be safeguarded through training, provision of appropriate work surroundings and procedures that 
foster protection of health and safety. All work conducted by ’s employees will take into account the intent of this 
policy. No duty, no matter what its perceived result, will be deemed more important than employee health and safety.

 is firmly committed to the safety of our employees. We will do everything possible to prevent workplace accidents 
and provide a safe working environment for all employees. 

We value our employees not only as employees but also as human beings critical to the success of their families, the 
local community and . 

Employees are encouraged to report any unsafe work practices or safety hazards encountered on the job. All 
accidents or incidents (no matter how slight) are to be immediately reported to the supervisor on duty.

A key factor in implementing this policy will be strict compliance to all applicable federal, state, local and company 
policies and procedures. Failure to comply with these policies may result in disciplinary actions.

Respecting this,  will make every reasonable effort to provide a safe and healthful workplace that is free from any 
recognized or known potential hazards. Additionally,  subscribes to these principles:

1. All accidents are preventable through implementation of effective safety and health control policies and programs.

2. Safety and health controls are a major part of our work every day.

3. Accident prevention minimizes human suffering, promotes better working conditions for everyone and increases 
productivity. This is why  will comply with all safety and health regulations that apply to the course and scope of 
operations.

4. Management is responsible for providing the safest possible workplace for employees. Consequently, management 
of  is committed to allocating and providing all of the resources needed to promote and effectively implement this 
safety policy.  

5. Employees are responsible for following safe work practices and company rules and for preventing accidents and 
injuries. Management will establish lines of communication to solicit and receive comments, information, 
suggestions and assistance from employees where safety and health are concerned.

6. Management and supervisors of  will set an exemplary example with good attitudes and strong commitment to 
safety and health in the workplace. Toward this end, Management will monitor company safety and health 
performance, working environment and conditions to ensure that program objectives are achieved.

7. Our safety program applies to all employees and persons affected by or associated in any way with the scope of 
this business. Everyone’s goal must be to constantly improve safety awareness and to prevent accidents and 
injuries.

Everyone at  must be involved and committed to safety. Together, we can prevent accidents and injuries. Together, 
we can keep each other safe and healthy in the work that provides our livelihood and serves an important purpose in 
the community. 

Administrator Administrator 2
..............................................................................................................................................................
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Prepared by TPG Insurance Services
This Return to Work Policy is a guideline. It does not address potential compliance issues with Federal, State or local OSHA or any other regulatory agency standards. Nor is it meant to be 
exhaustive or construed as legal advice. Consult your licensed commercial Property and Casualty representative at Awesome Agency or legal counsel to address possible compliance 
requirements. © 2000, 2013, 2015 Zywave, Inc. All rights reserved.

POLICYPOLICY

Drug-free Workplace
 

Purpose
 recognizes that employees are our most valuable asset, and the most important contributors to our continued growth and 
success. We are firmly committed to the safety of our employees.  will do everything possible to prevent workplace accidents 
and is committed to providing a safe working environment for all employees.

To further this goal,  has developed a Drug-free Workplace Policy effective . The program will consist of three components: 
Post-Offer Drug/Alcohol Screen, Reasonable Cause Drug/Alcohol Screen and Post-Incident Drug/Alcohol Screen. This policy 
applies to all candidates for employment as well as all current employees. This policy also serves to reinforce the ’s 
intolerance for illegal drug use and working under the influence of alcohol.

Post-Offer Testing  
 believes accident prevention and a safe work environment begin with hiring. As such, all applicants offered employment will 
be required to undergo a Drug/Alcohol Screening. Employment is conditional on the results of the Drug/Alcohol Screen.

Procedure  
Any applicant the Company hires will be directed to the proper clinic, at Company expense, to undergo a Post-Offer 
Drug/Alcohol Screen. The clinic will release the results to the Human Resources Manager, who in turn will notify the candidate 
of the results.

The test will consist of a breath alcohol test along with a urine analysis test for any non-prescribed illegal substances listed in 
Exhibit ‘A’ below.

Consequence  
In the event the drug test comes back positive, the Medical Review Officer (MRO) will review the report and contact the 
applicant to determine if any extenuating circumstances, relevant at the time of the test, could have resulted in a false positive. 
The MRO will determine if the applicant will be re-tested. If any applicant tests positive with a blood alcohol level exceeding .02 
or any non-prescribed illegal substance listed in Exhibit ‘A’,  will withdraw their offer of employment. If any applicant refuses to 
submit to the tests, the offer will be withdrawn.

Reasonable Cause
 reserves the right under all applicable laws to test any employee for alcohol and illegal drugs if the employee shows cause. 
Management, supervisors and lead personnel have been trained to identify symptoms of being under the influence of illegal 
drugs or alcohol.

Procedure  
If a supervisor, manager or lead person identifies a problem, they will ask another supervisor/manager/lead person to confirm 
the reasonable cause. Both persons will then individually fill out a Reasonable Suspicion Report. After filling out the report and 
it is decided jointly that reasonable suspicion still exists, the employee will be escorted to a private area where the 
supervisor/manager/lead person will speak to the person confidentially. The employee will be given a chance to explain. If, 
after the explanation the supervisor/ manager/lead person believes the employee is unfit to perform his or her duties and 
reasonable suspicion for use of illegal drugs or alcohol still exists, the employee will be asked to go for a test. They will then be 
transported by  to our designated testing facility.

The clinic or hospital will perform a breath alcohol test along with a urine analysis for the non-prescribed illegal drugs listed in 
Exhibit ‘A’ below.

Location:
Effective Date: 
Revision Number: 1
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Prepared by TPG Insurance Services
This Return to Work Policy is a guideline. It does not address potential compliance issues with Federal, State or local OSHA or any other regulatory agency standards. Nor is it meant to be 
exhaustive or construed as legal advice. Consult your licensed commercial Property and Casualty representative at Awesome Agency or legal counsel to address possible compliance 
requirements. © 2000, 2013, 2015 Zywave, Inc. All rights reserved.

POLICYPOLICY

Return to Work
 

PURPOSE
This policy is in place to ensure  provides meaningful work activity for employees who are temporarily unable to perform all, or 
portions, of their regular work assignments or duties. This policy applies to employees suffering from either work or non-work 
related injury or illness. The goal is to allow valued company employees to return to productive, regular work as quickly as 
possible. By providing temporary transitional or modified work activity, injured and recovering employees remain an active and 
vital part of the company. Studies show that a well-constructed Return to Work Policy reduces lost time days, allows workers 
to recover more quickly and makes for a more positive work environment.

SCOPE
All active employees who become temporarily unable to perform their regular job duties due to a compensable work related or 
non-work related injury or illness may be eligible for transitory work duties within the provisions of this program. Return to work 
tasks may be in the form of:

- Changed duties within the scope of the employee’s current position

- Other available jobs for which the employee qualifies outside the scope of his or her current position

- An altered schedule of work hours

DEFINITIONS
- Transitional duty is a therapeutic tool used to accelerate an injured employee’s return to work by addressing the 

physical, emotional, attitudinal and environmental factors that otherwise inhibit a prompt return to work. These 
assignments are meant to be temporary and may not last longer than 90 days, though multiple back-to-back 90-day 
assignments are allowable if it is medically warranted.

- Alternate duty is a part of ’s Return to Work Policy that is designed as a placement service for individuals who have 
reached maximum medical improvement and are still unable to perform the essential functions of their pre-injury job. 

APPLICABILITY
Length of Duty

- If work is available that meets the limitations or restrictions prescribed by the employee’s attending medical provider, 
that employee may be assigned transitional or modified work for a period not to exceed 90 days. Transitional or light 
duty is a temporary program, and an employee’s eligibility in these reduced assignments will be based strictly on 
medical documentation and recovery progress.

Daily Application

- An employee’s limitations and restrictions are effective 24 hours a day. Any employee who fails to follow his or her 
restrictions may cause a delay in healing or may further aggravate the condition. Employees who disregard their 
established restrictions, whether they are at work or not, may be subject to disciplinary action up to and including 
termination.

Qualification

- Transitional or modified duty will be available to all employees on a fair and equitable basis with temporary 
assignments based on skill and abilities. Eligibility will be based upon completion of the Return to Work Evaluation 
Form by the

Location: 
Effective Date:  
Revision Number: 1
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RETURN TO WORK PROGRAM
A COMPREHENSIVE GUIDE TO DEVELOPING AN EFFECTIVE PLAN

Provided by: TPG Insurance 
Services

10373 Trademark Street  
Rancho Cucamonga, CA 91730 

Tel: (909) 466-7876
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RETURN TO WORK

This guide is merely a guideline.  It is not meant to be exhaustive nor be construed as legal advice. It does not address all potential 
compliance issues with Federal, State, local OSHA or any other regulatory agency standards. Consult your licensed Commercial 
Property and Casualty representative at Awesome Agency or legal counsel to address possible compliance requirements.

WHERE TO BEGIN

The following guide will help you construct an effective Return to Work Program and create meaningful work 
assignments for workers injured both on and off the job. It includes background statistics to support the 
program, steps to take before execution, how to manage the program and implementation recommendations. 

Step 1: Know the Facts

Supporting your Return to Work Program with evidence that it will help save  money is the best way to convince 
upper management to get on board. Obviously, injured employees drive up company costs in the form of lost 
work days and compensation costs. Studies clearly demonstrate that employees who are off work because of 
injury for more than 16 weeks seldom return to the workforce, and companies get stuck paying hundreds of 
thousands of dollars each year in unnecessary costs.

Step 2: Gather Data

Before you institute a program, research your company culture to understand what current employee attitudes 
are toward injury and returning to work. That way, after you create an official Return to Work Program, it will be 
easier to evaluate and determine whether there has been a positive mindset shift. Get to know your company 
culture at all levels and from a range of perspectives. Visit worksites and talk to employees to understand how 
your current Return to Work Program – or lack thereof – functions. Develop a needs assessment to determine 
how much work you need to do to shift company culture and practice. 

Step 3: Demonstrate a Commitment to Early Return to Work

Make sure all levels of employees recognize that early return to work after an injury speeds up the recovery 
process and reduces the likelihood of permanent disability. Everyone from upper management to hourly 
employees should understand the goals, purpose and background on the program. There is no use taking large 
strides to enact a program if management does not support and recognize the need. 

These elements are the foundation and support for your Return to Work Program. Take plenty of time for these 
steps before moving on to create your program.

This is a sample document provided by TPG Insurance Services
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Commercial Risk Summary – Government, Institutions & Utilities

Source: Rough Notes, Inc.

PUBLIC BUILDINGS

Category: Government, Institutions and Utilities 

SIC CODE: 

9111 Executive Offices

9121 Legislative Bodies

9131 Executive and Legislative, Combined

9199 General Government, NEC 

NAICS CODE: 

921110 Executive Offices

921120 Legislative Bodies

921130 Public Finance Activities

921140 Executive and Legislature, Combined

921190 Other General Governmental Support

Suggested ISO General Liability Codes: 44100, 44101, 44102, 44103, 44104, 44105, 44106, 44108, 
44109, 44110, 44111, 44112, 44113

Suggested Workers Compensation Codes: 9015, 8810

Description of operations: Public buildings can provide office, meeting or recreational facilities for just 
about any public operation. They often provide auditoriums that are designed for large public gatherings 
or for political assemblies. Public buildings can include community centers, courthouses, garages for 
equipment or vehicle storage and maintenance, law enforcement agencies, libraries, museums or house 
federal, state, city or municipal operations.

Property exposure due to fire comes primarily from the wiring. Most offices and auditoriums have 
extensive wiring for lighting, computers and other electronic equipment. It must be in good repair and 
adequate for its use. Valuation concerns and the ability to rebuild with like construction and quality may 
pose significant problems in those buildings that have unique architectural design. Smoke detectors are 
critical for early detection of a fire. Smoking should be prohibited. If there is a restaurant or cafeteria on 
premises, all cooking equipment should be properly protected. Garages for storing, fueling and 
maintaining vehicles must be separated from office facilities. Governmental facilities may be a target for 
political activists or for terrorists. Adequate security is required, and disaster recovery plans in place to 
continue operations in the event of a large loss.

Crime exposure is from public officials’ dishonesty, employee dishonesty and money and securities. 
Background checks, including criminal history, must be completed on all employees. Money received 
from taxes, fees, fines and penalties must be properly received and disbursed. Regular deposits must be 
made. Money should not be left on premises overnight. There must be regular audits, preferably by an 
outside firm. All employees must take at least one complete week of vacation each year. If the facilities 
have offices to collect fees, penalties or obtain permits and licenses, there may be an exposure to holdup. 

Inland marine exposures are from accounts receivable, audio/visual equipment, computers, contractors’ 
equipment, fine arts and valuable papers and records. All records should be duplicated and retained at an 
off-site storage facility. Contractors’ equipment may be used off-premises to build, maintain or service

This is a sample document provided by TPG Insurance Services
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Commercial Risk Summary – Government, Institutions & Utilities

Source: Rough Notes, Inc.

MUNICIPALITIES

Category: Government, Institutions and Utilities 

SIC CODE: 

9111 Executive Offices

9121 Legislative Bodies

9131 Executive and Legislative, Combined

9199 General Government, NEC 

NAICS CODE: 

921110 Executive Offices

921120 Legislative Bodies

921130 Public Finance Activities

921140 Executive and Legislature, Combined

921190 Other General Governmental Support

Suggested ISO General Liability Codes: 44100, 44101, 44102, 44103, 44104, 44105, 44106, 44108, 
44109, 44110, 44111, 44112, 44113

Suggested Workers’ Compensation Codes: 9015, 8810

Description of Operations: Municipal buildings provide office and meeting facilities for township, city, 
county or state legislative operations. They often have auditoriums designed for large public gatherings or 
for political assemblies. Municipalities are run by a council, either elected or appointed, and provide a 
wide variety of services to their residents in exchange for tax dollars. These services may include 
planning and zoning, licenses and permits, assessors’ and surveyors’ offices, courts, disease control, 
sanitation, road construction and maintenance, snow removal and public protection such as police or fire 
departments. Some municipalities contract utility services, such as gas, water or electricity, for residents 
within their geographical area.

Property exposure due to fire comes primarily from the wiring. Most offices and auditoriums have 
extensive wiring for lighting, computers and other electronic equipment. It must be in good repair and 
adequate for its use. Valuation concerns and the ability to rebuild with like construction and quality may 
pose significant problems in those buildings that have unique architectural or design. Smoke detectors 
are critical for early detection of a fire. Smoking should be prohibited. If there is a restaurant or cafeteria 
on premises, all cooking equipment should be properly protected. Garages for storing, fueling and 
maintaining vehicles must be separated from office facilities. Governmental facilities may be a target for 
political activists or for terrorists. Adequate security is required, and disaster recovery plans in place to 
continue operations in the event of a large loss.

Crime exposure is from public officials’ dishonesty, employee dishonesty and money and securities. 
Background checks, including criminal history, must be completed on all employees. Money received from 
taxes, fees, fines and penalties must be properly received and disbursed. Regular deposits must be made. 
Money should not be left on premises overnight. There must be regular audits, preferably by an outside firm. 
All employees must take at least one complete week vacation every year. If the facilities have offices to 
collect fees, penalties or obtain permits and licenses, there may be an exposure to hold up.

This is a sample document provided by TPG Insurance Services
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Provided by TPG Insurance Services

This Coverage Insights is not intended to be exhaustive nor should any discussion or opinions be construed as legal advice. Readers should contact legal 
counsel or an insurance professional for appropriate advice. © 2011 Zywave, Inc. All rights reserved.

Coverage for Public 
Entities
Public entities face unique challenges regarding risk 
management. While juggling shrinking tax bases and 
swelling operational costs, public administrators are 
under pressure to maintain—if not improve—municipal 
services. As a result, many are pressed to manage risk at 
the lowest possible cost. However, the increase in the 
number of claims against public entities during times of 
economic downturn emphasizes the danger of potentially 
disastrous gaps in property and liability coverage for any 
public entity.

Types of public entities that necessitate specialized 
coverage include municipalities, counties, townships, 
local and regional authorities, school and community 
college districts, ambulance districts, volunteer fire 
departments, public universities, transit authorities, 
water districts, sewer districts, libraries and other special 
districts. A public entity can be identified by the following 
characteristics: it is operated with public funds; its 
employees are considered government employees; it 
receives significant assistance from the government by 
provision of property or equipment; and it is governed by 
a board elected by voters or appointed by elected 
officials.

Common and Specialized Coverages
Public entity exposures basically consist of operational 
exposures, including both first- and third-party, and 
management liability exposures. While coverage for a 
public entity is in some ways similar to commercial 
coverage, it varies greatly from state to state and over 

time due to legislation aimed at protecting public entities, 
including state liability caps, immunity defenses and early 
reporting requirements.

Liability policies are designed to respond to losses that 
you are obligated to pay due to your negligence. They 
always involve a third-party claim.

 General Liability policies typically respond to 
bodily injury, property damage, or personal 
injury claims.

 Professional Liability provides coverage that is 
not included in a general liability policy. 
Professional liability might respond to claims of 
negligence. 

 Management Liability coverage can respond to 
claims of wrongful acts.

o Employment Practices coverage is very 
important for public entities because these 
claims can be quite common. Precisely 
because of their public nature, civil rights 
laws are particularly applicable to public 
entities.

 Other Specialized Liability policies respond to 
exposures specific to the public entity’s activity. 
Examples include:

o Law Enforcement Liability

This is a sample document provided by TPG Insurance Services
11



Provided by TPG Insurance Services

This Risk Insights is not intended to be exhaustive nor should any discussion or opinions be construed as legal advice. Readers should contact legal counsel or an insurance professional for appropriate advice. 
© 2010 Zywave, Inc. All rights reserved.

One of the most important factors to 
consider when managing your 
property and liability coverage is the 
true cost of risk, not the price of the 
premium.

What Public Entities Need to Know
The percentage of public entity claims resulting in awards 
over $1 million has been continually increasing over the 
last decade, and periods of economic uncertainty tend to 
breed liability claims. The emergence of new exposures is 
a reality for all public entities, and the 
comprehensiveness of your liability coverage is a crucial 
issue that you, as a public organization, must address.

Public entities face a unique environment regarding 
liability; the contrast between evolving exposures and 
litigation trends, and the acute pressure to reduce costs 
and align budgets to sometimes inadequate public 
funding creates a complicated web of choices for 
administrators in the public sector. 

Proper risk management is a crucial factor in successful 
governance of public entities, and the specific type of 
coverage that is right for your organization depends on 
many factors, including your type of organization, 
nuances of your state’s relevant legislation and the way 
that your organization interacts with the public. There 
are a few things you should consider before designing a 
liability coverage plan.

Managing Risk in the Public Sector
Public entities include state government, local 
communities, intergovernmental pools or municipalities. 
Although these have many of the same exposures as a 
typical business, they are often protected against 
lawsuits by state liability caps, immunity defenses or 
early reporting requirements. Despite these legal 
advantages, public entities must address such substantial 
liability risks because state immunities are constantly 
changing and are often challenged, and require expert 

monitoring for accurate and up-to-date interpretation. 

Public entity exposures can generally be divided into two 
categories: first- or third-party operational exposures and 
management liability exposures. New trends in claims 
are constantly emerging. Examples include:

 School violence/cyber-bullying

 Police excessive force/Tasers

 Failure to educate

 Global warming

 Employment practices liability

 Dangerous conditions on public property

Precisely because of their public nature, civil rights laws 

are highly applicable to public entities. For this reason, 
employment claims are quite common.

Perhaps the most important factor to consider 
when managing your property and liability coverage 
is the true cost of risk as opposed to the price of the 
premium.

This is a sample document provided by TPG Insurance Services
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TPG Insurance Services
(909) 466-7876 • www.MyTPG.com

Potential Environmental and Regulatory Liabilities at
Municipalities and Municipal-Related Organizations

The most common environmental and regulatory exposures encountered at 
municipalities and municipal-related organizations include:

 Inadequate control of dusts, odors and windblown trash.

 Insufficient daily cover material.

 Absent or inadequate methane collection or venting.

 Inadequate containment of aboveground tanks storing fuels and oils.

 Lack of adequate surface water monitoring programs.

 Inadequate screening of incoming wastes for hazardous constituents.

 Inadequate treatment of leachate and storm water.

 Lack of formal inspection documentation.

 Inadequate security.

 Poor community relations.

Recycling/Resource Recovery/Incinerator Facilities

 Contaminated storm water runoff.

 Poorly treated wastewater discharges.

This is not an exhaustive list of environmental exposures. It represents the most common 
environmental exposures for this industry. Troy Hefner will work with you to identify 
environmental exposures that are unique to your business to help you reduce risk.  

Reprinted with permission from the Society of Environmental Insurance Professionals.
Design © 2007 Zywave, Inc.
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From your safety partners at TPG Insurance Services

Toolbox Talks for 

This Safety Matters flyer is for general 
informational purposes only, and is not intended as 
medical or legal advice. © 2007-2010, 2014 
Zywave, Inc. All rights reserved.

Accident Prevention
We all know that safety is important, but do 
you realize just how costly a workplace injury 
can be? When all is said and done, injuries 
can cost business owners hundreds of 
thousands of dollars. The extra expense to 
pay for injuries has a powerfully negative 
effect to a company’s bottom line.

Why is profitability also an important issue to 
you? The only way that a company can stay 
in business is to operate at a profit, and that 
ability can be threatened by a serious 
workplace injury.

The Real Cost of Workplace Injuries
It may be surprising to hear that most 
companies do not have a high profit 
margin—3 percent is about average. 
Expenses take a large chunk of the income, 
and competition limits how much we charge 
for the products and services we provide. 

Each time an accident occurs, the cost of the 
injury must be subtracted from profits. 
Consider the following two examples:

 At a 5 percent profit margin, an extra 
$20,000 in sales or income is needed to 
compensate for a $1,000 injury. 

 If the profit margin is nearer to 1 
percent, an additional $100,000 worth of 
new income is necessary to maintain 
that profit level for the same injury.

As you can see, each adds up to a lot of 
extra sales just to compensate for a single 
injury. Plus, every time a worker gets hurt on 
the job, other employees are affected too. 
You may need to work extra hours to make 
up for lost production, the cost of insurance 

can go up, or the company may be forced to 
make difficult budget decisions such as 
cutting hours or jobs.

Also, recovering from an injury can mean 
time away from work, reduced 
compensation, painful rehabilitation and 
frustrating adjustments to daily life.

Practice Prevention 
Though operating at a profit is essential to 
our success, our top priority is to keep our 
employees safe and healthy. That’s why we 
are counting on you to help practice good 
safety principles. Safe work behavior will 
contribute directly to our bottom line as well 
as to everyone’s job security. By observing 
safety precautions, we can limit on-the-job 
accidents.

It is always wiser to spend a bit more time 
doing the job safely than to risk getting a 
serious injury. Be sure to always follow our 
safety guidelines and stay alert for unsafe 
conditions. Think of practicing good safety as 
both pain-free and profitable—a win-win 
situation for everyone!

Every time a 
worker is 
injured, other 
employees are 
negatively 
affected as well.

This is a sample document provided by TPG Insurance Services
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This Cyber Risks & Liabilities document is not intended to be exhaustive nor should any discussion or opinions be construed as legal advice. Readers should contact legal counsel or an insurance professional for 
appropriate advice. © 2012-2014 Zywave, Inc. All rights reserved.

Understanding and Preventing Data Breaches
If your company handles critical assets such as 
customers’ personal data, intellectual property or 
proprietary corporate data, you are at risk of a data 
breach. It doesn’t matter if you are a Fortune 500 
company or a small “ma and pa” shop—cyber thieves 
are always looking for their next score. It is often 
assumed that smaller businesses can escape attention 
from cyber crooks, but according to according to industry 
experts, an increasing number of data breaches are 
occurring at companies with fewer than 100 employees. 
No company of any size is completely safe from a data 
breach.

Data Breach Basics
A data breach is an incident where private data is 
accessed and/or stolen by an unauthorized individual. 
Data can be stolen by a third party, such as a hacker, or 
by an internal actor (perhaps a disgruntled or recently 
fired employee).

Data Breach Prevention Techniques 
To reduce the chance for a data breach, it is wise to 
develop an IT risk management plan at your 
organization. Risk management solutions should 
leverage industry standards and best practices to assess 
hazards from unauthorized access, use, disclosure, 
disruption, modification or destruction of your 
organization’s information systems. Consider the 
following when implementing risk management 
strategies at your organization:

 Create a formal, documented risk management 
plan that addresses the scope, roles, 
responsibilities, compliance criteria and 
methodology for performing cyber risk 
assessments. This plan should include a 
description of all systems used at the organization 
based on their function, the data stored and 

processed and importance to the organization.

 Review the cyber risk plan on an annual basis and 
update it whenever there are significant changes to 
your information systems, the facilities where 
systems are stored or other conditions that may 
affect the impact of risk to the organization.

Not all companies have the resources to create and 
implement a fully customized plan. However, there are 
many simple, cost-effective steps any business can take 
to help prevent a data breach.

 Never give sensitive information like Social Security 
numbers or credit card numbers out over the phone 
unless you can verify the identity of the person on 
the other line.

 Shred all credit reports and other sensitive data 
before disposal.

 Educate employees about phishing and pharming 
scams. Remind them not to click on anything that 
looks suspicious or seems too good to be true.

 If your company doesn’t have an IT department, 
hire an outside company to set up the proper 
security measures for your computer network.

 Always monitor credit reports and other financial 
data for the company. If you see things that don’t 
belong, investigate.

 Do not allow employees to write down passwords in 
the office. 

 Always encrypt sensitive data.

What to Do if You Have a Data Breach
It is common to have an “it will never happen to us” 
philosophy when it comes to data breaches.

This is a sample document provided by TPG Insurance Services
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Safety education provided by the 
insurance professionals at: TPG Insurance Services

This article is for general informational purposes only. © 2008 - 
2010 Zywave, Inc. All rights reserved.

Introduction
Working through pain can cause 
disabling injuries, potentially 
ending your career. That’s why it’s 
important to practice good 
ergonomics, which is the study of 
how you perform daily work tasks 
and correcting any trouble spots 
before any aches and pains due to 
repetitive motion, awkward 
postures or poor lifting techniques 
set in. 

Musculoskeletal Disorders
Musculoskeletal disorders can 
develop either suddenly or over 
time, causing debilitating pain and 
resulting in lost time and wages at 
work. The most common pains 
come from strains in the neck, 
lower back, shoulders, elbows, 
wrists, hands and eyes due to one 
or more of four primary risk 
factors: awkward postures, 
excessive force, repetitive motion 
or contact stress. The way 

employees lift and move their 
bodies is a major contributing 
factor in various disorders.

About Your Workstation
The way your workstation is set up 
may determine your risk of 
developing a musculoskeletal 
disorder over time. Improper 
positioning in your workstation 
can cause various disorders due to 
reaching or straining 
unnecessarily. If you are regularly 
bending or twisting to do regular 
tasks, your risk of developing a 
disorder is much higher. However, 
if you follow several basic 
guidelines, you can prevent pain 
and injury.

Warming Up Before Work
Moving the body in ways it is not 
ready to move and using muscle 
groups that haven’t been warmed 
up for work can be a major cause 
of pain. There is a real value in 

practicing basic stretching 
exercises for our hands, wrists, 
back and neck to prepare our 
bodies for work. Begin with your 
hands and wrists, stretching them 
thoroughly for the movements 
typically made at work. Stretch 
your neck gently from side to side 
and then from front to back. 
Stretch your back while sitting in a 
chair by bending your chin toward 
your knees.

Lifting Methods
When lifting, first take a good look 
at the load. If it is too awkward, 
too big or too heavy, ask for help. 
On many occasions, workers lift 
items that are too big for them 
simply because they are unwilling 
to ask for assistance, resulting in 
unnecessary pain and lost wages.

Ergonomics Overview
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